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TILAK MAHARASHTRA VIDYAPEETH, PUNE 
BACHELOR OF COMPUTER APPLICATIONS (B.C.A.)   

EXAMINATION : APRIL – MAY 2015 

SIXTH SEMESTER 
Sub : Cyber Security Level – III (BCA-625) 

Date  : 14/05/2015 Total Marks :  80 Time: 10.00 am to 1.00 pm 

 Instructions: 

1. All questions are compulsory unless and otherwise stated. 

2. Bold figures to the right of every question are the maximum marks for that question. 

3. Candidates are advised to attempt questions in order. 

4. Answers written illegibly are likely to be marked zero. 

5. Use of scientific calculators, Log tables, Mollier Charts is allowed. 

6. Draw neat and labelled diagrams wherever necessary. 

 

Q.1. A) Fill in the blanks. (Solve any 5) (5) 

 1. Cyber _______ includes the act of making digital data suitable for inclusion into a 

criminal investigation. 
 

 2. _______ Summary section provides the background information of the circumstances 

that brought about the need for an investigation. 
 

 3. _______ evidence is information of probative value that is stored or transmitted in a 

binary form. 
 

 4. The process of creating an exact duplicate of the original evidentiary media is often 

called _______. 
 

 5. _______ security can begin with the process of creation and publishing of appropriate 

security standards for the database environment. 
 

 6. Data _______ is the process of salvaging data from damaged, failed, corrupted, or 

inaccessible secondary storage media when it cannot be accessed normally. 
 

 7. _______ space, where you can obtain information from previously deleted files that 

are unrecoverable. 
 

   

       B)  State True/False. (Solve any 5)  (5) 

 1. “Unlawful acts wherein the computer is either a tool or target or both” is called as 

Cyber crime. 
 

 2. Internet activity section is a breakdown of the Internet history or Web surfing 

performed by the users of the media analyzed. 
 

 3. Copy is an accurate reproduction of information contained on an original physical 

item, independent of the original physical item. 
 

 4. The imaging process is verified by using the SHA-1 message digest algorithm.  

 5. CDMA is a form of multiplexing, which divides the available bandwidth among the 

different channels. 
 

 6. Two common techniques used to recover data from logical damage are consistency 

checking and data formatting. 
 

 7. Data imaging usually searches through raw sectors looking for specific desired file 

signatures. 
 

   

C)  Answer the following.  (Solve any 5) (10) 

 1. Define the following terms; a) DoS attack   b) Malware  

 2. Define the following terms; a) Data Objects   b) Digital Evidence.  

 3. Explain the Do’s for Mobile users.  

 4. Define the following terms; a) IMEI    b) ESN  

 5. Differentiate between Live VS Dead analysis.  

 6. Which type of logs can be recovered from event viewer?  

 7. Define the following terms; a) cyberstalking   b) Identity theft  
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Q. 2. Answer the following in detail.  (Solve any 6) (30) 

 1. Explain the five basic ways that Computer Criminals get information on the 

companies they attack. 
 

 2. Explain the measures to curb the cyber crime.  

 3. Explain the process of “Spoofing Attack” used by hackers with help of neat diagram.  

 4. Explain the types of Localization Based Systems.  

 5. Which are the general areas of the disk where evidence may hide?  

 6. What is Data Recovery? Explain the following techniques used in Data Recovery;  

a) Hardware Repair   b) Disk Imaging 
 

 7. From which area of Windows Operating System evidence can be found?  

 8. Write a short note on IIS Logs.  

   

Q. 3. Answer the following in detail. (30) 

 1. Which questions should be asked by private investigator on the Client Site Arrival?  

 2. Explain any five types or techniques used by cracker or cyber terrorist.  

 3. Explain in details basic five steps to computer forensics.  

_________________ 


